
Hillsborough County Aviation Authority                                                                                       Addendum No. 5 
Solicitation No.14-534-014                                                                                                                                            1-13-14         
Time and Attendance System and Support                                                                                                                   Page 1 of 4 
 

 
 

Hillsborough County Aviation Authority 
Solicitation Addendum 

 

Addendum No.: 5 
Solicitation No.: 14-534-014 

Solicitation Title: Time and Attendance System and Support 
Addendum Date: January 10, 2014 

Procurement Agent: Tim Shoby 
 
NOTE:  The due date for submission of the response remains on January 23, 2014 by 
2:00p.m. 
 

 
THE FOLLOWING ITEMS ARE MADE AND HEREBY BECOME A PART OF THIS 
SOLICITATION AS PREPARED BY PROCUREMENT: 
 
 
QUESTIONS AND RESPONSES:  

 
Q.1. Is it possible to get a one week extension on the due date to allow for completion of 

the response after the final addendum is posted? 

R.1  No. The schedule does not allow for any additional extensions.  
 
Q.2. We would like to request an alternative to the process laid out in Addendum 1. We 

are asking for a time limited period to negotiate the contract terms, if and when we 
are selected. 

R.2. No. All requests for changes to the Sample Contract must have been submitted 
during the question period to be considered. Reference Addendum No. 1.  

 
Q.3. Can you expand upon your need for flexible scheduling?  Which groups require the 

most flexibility and how is the scheduling handled today?  Would Public Safety 
specific scheduling solutions benefit the Authority (providing call out features, shift 
bidding, etc)? 

R.3 The Authority currently has a transaction type set for the “call out” feature to ease 
in reporting on this type of time. Scheduling is currently a direct input done by 
either the Payroll department or the supervisor(s) in the Authority’s other 
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departments. Flexible scheduling is needed: [1] to assist the Authority when an 
employee changes from their normal schedule to a new temporary schedule during 
a pay period; [2] when a the time worked crosses the scheduled day the Authority 
requires the ability to move the hours from the shortest day to the day with the 
most hours worked. Example: if an employee clocks in at 9:00 p.m. and works until 
5:30 a.m.  the three hours worked on the first day would need to be moved to next 
day.; and [3] to name the shift has a “shift differential” shift. 

 
Q.4.  How many of your employees fall within the PBA? 

R.4.  The Authority currently has approximately 115 employees in the PBA, but this 
again will vary based upon hiring/terminations during any time period. 

 
Q.5.  Can you expand on your need for Oracle integration?  What data elements will 

come from or be sent to Oracle?  

R.5. The Authority is considering implementing Oracle Human Resources and Payroll 
and would like to ensure the new Time and Attendance (T&A) system can handle 
this. The T&A system would need to have the HR data interfaced from Oracle and 
also send the T&A data back to Oracle Payroll. 

 
Q.6. There is a requirement that the demonstration be conducted by the project team.  

Our demonstrations are handled by a specific group trained to deliver product 
demonstrations in this environment. Is this acceptable? 

R.6. The demonstration needs to be conducted by the implementation team. This will 
demonstrate their direct knowledge of the product. 

 
Q.7. Remote resources may be utilized in order to accomplish your implementation in 

the most cost effective manner.  Is a remote deployment acceptable to the 
Authority? 

R.7.  The deployment may be partially remote – 100% is not acceptable.  
 
Q.8. There does not appear to be a requirement to include server recommendations.  

Will this be incorporated as a part of the future scheduled meetings outlined in the 
Solicitation Schedule? 

R.8. Server recommendations are a requirement. The Authority will procure the servers. 
Tab 9 of the Bid Response Form has been revised to include the server 
recommendation requirement and is posted on the website with the Solicitation 
documents (www.TampaAirport.com > Airport Business – Procurement 
Department > Solicitation - Current Opportunities > No. 14-534-014 > Revised – 
Response Form Tab 9. 

 
Q.9. Is the completed Appendix E intended to be included underneath Tab 7 of the 

Response Document? 

http://www.tampaairport.com/
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R.9.  Yes. Tab 7, Demonstrations, has been revised to include submitting a completed 
copy of Appendix E, System Functionality. The revised Tab 7 is posted on the 
website with the Solicitation documents (www.TampaAirport.com > Airport 
Business – Procurement Department > Solicitation - Current Opportunities > No. 
14-534-014 > Revised – Response Form Tab 7). 

 
Q.10. Requirement S21, please provide a copy of Exhibit G. 

R.10. See Exhibit G, S270-07-Password Security below. . 
 
Q.11. Response Form Question: 

Tab 8- There is a cell for software cost and a cell for license cost.  We are 
assuming that we will complete one or the other.  Is this correct? 

R.11. That is correct. 
 
Q.12. Response Form Question: 

Tab 5- We will provide a bio for our resources, allow you to interview them, and 
we will complete tab 3 of the response document.  Tab 5 is requesting 
information we hold in confidence for our employees.  Can this tab be removed 
from the response form and the scoring conducted another way? 

R.12. No. 
 
Q.13. Response Form Question: 

Tab 7 – Demonstrations 
Should Appendix E be included as a part of our response to Tab 7? 

 
R.13  Yes. See the response to question 9 above. 
 
Q.14. Response Form Question: 

Tab 7 – Demonstrations 
Specific to the Security and Technical Tabs.  If a response is not “F” – 
Fully Provided, is it a requirement to provide an explanation at the bottom 
of the spreadsheet as it is specifically outlined on the “Time and 
Attendance” tab? 

 
R.14.  Yes.  
 
Q.15. Response Form Question: 

Tab 7 – Demonstrations 
Is there anything specific we should be including in the response 
document (Tab 7) for these categories? 

A. Ability to retrieve real time information; 
B. User friendly functions of the proposed Software; 
C. Loading of data from the existing system; 

http://www.tampaairport.com/
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D. Service administration; 
E. Upgrade and patching practices; 
F. Creation of custom/ad hoc reports; and 
G. Time clocks, tablets, mobile devices and email process 

 
R.15. No. Item A through G above will be demonstrated by the Respondent during the 

Interview process 
 
Q. 16. Addendum #2, response to question three, states that “all employees would be 

able to access their time records from a PC;” however, the RFP requests 
proposals for proximity and biometric time clocks. Will the Authority consider 
proposals for desktop biometrics for PC clocking? 

 
R.16.  No. The Authority needs separate time clocks for clocking in and out. 
 
Q.17.  Addendum #2, response to question one, states that the Authority currently has 

594 employees on payroll and is currently licenses for up to 700 employees on 
the existing time and attendance system. However, the RFP states that the 
chosen time and attendance system must “process a minimum of 1,000 
employees.” How many employees should vendors consider when writing their 
proposals? 

 
R. 17. Submit the response with licensing for 700 initially with the option to add 

additional licenses later. The intention of the 1000 users is to make sure the 
system is scalable to at least that amount. 

 
Q.18.  While the RFP states that vendors may not alter or recreate the included pricing 

form(s), may vendors provide supplemental pricing explanations in addition to 
Attachment B: Fees and Payments and any other required pricing forms provided 
by the Authority? 

 
R. 18. Yes. The Respondent may add supplemental information; however, Tab 8, Fees, 

must be completed in its entirety. 
 
 

End of Addendum 
INSTRUCTIONS: 
Respondent must acknowledge receipt of this addendum as instructed in the solicitation 
document. Failure to acknowledge receipt of this Addendum may result in the disqualification of 
Respondent’s response. 
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PURPOSE:  To establish a standard for creating, protecting, and changing passwords used to 
access Authority information systems. 
 
GENERAL:  Passwords are a critical part of information and network security.  Passwords 
serve to protect user accounts, but a poorly chosen password, if compromised, could put the 
entire network at risk.  As a result, all Authority employees and contractors utilizing Authority 
information systems are required to take appropriate steps to ensure they create strong, secure 
passwords and keep them safeguarded at all times.  
 
All passwords must be changed at least every 90 days.  Passwords must not be inserted into  
e-mail messages or other forms of electronic communication.  All passwords must conform to 
the Authority password standards. 
 
The scope of this procedure includes all personnel and third party contractors who have or are 
responsible for an account (or any form of access that supports or requires a password) on any 
system that resides at any Authority facility, has access to the Authority information systems, or 
stores any Authority information. 
 
PROCEDURES: 
 
A. General Password Construction Guidelines: 

 
Passwords are used for various purposes including:  user level accounts, web accounts,  
e-mail accounts, screen saver protection, voicemail password, and system administration.  
Strong passwords must be created for use with Authority information systems. 

 
1. Passwords must have the following characteristics: 

 
a. Contain both upper and lower case characters (e.g., a-z, A-Z); 
 
b. Have digits and punctuation characters as well as letters (e.g., 0-9, 

!@#$%^&*()_+|~-=\`{}[]:”;’<>?,./); 
 
c. Have at least eight alphanumeric characters; may be a passphrase 

(Ohmy1stubbedmyt0e). 
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2. Passwords must not have the following characteristics: 
 
 a. Contain less than eight characters 
 
 b. Be a word found in a dictionary (English or foreign) 
 
 c. Be a common usage word, such as: 

• Names of family, pets, friends, co-workers, fantasy characters, etc.; 
• Computer terms and names, commands, sites, companies, hardware, 

software; 
• The words “The Authority”, “HCAA” or any derivation; 
• Birthdays and other personal information, such as addresses and phone 

numbers; 
• Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321,etc.; 
• Any of the above spelled backwards; 
• Any of the above preceded or followed by a digit (e.g., secret1, 

1secret). 
 

d. Not a word in any language, slang, dialect, jargon, etc. 
 
e. Not based on personal information, names of family, etc. 
 
f. The password cannot be the same as the past four passwords. 

 
B. Password Protection Standards: 
 

1. Do not use passwords from personal account logons (e.g., personal Internet 
account, electronic banking, benefits, etc.) for Authority logon.  Where possible, 
do not use the same password for various access needs.  For example, create 
separate passwords for network access account and Oracle accounts. 

 
2. Do not share Authority passwords with anyone, including administrative 

assistants or ITS staff.  All passwords are to be treated as sensitive, confidential 
Authority information. 

 



Exhibit G  
 STANDARD PROCEDURE Number:      S270.07  
 
  Hillsborough County Effective:     02/04/05   
    Aviation Authority 
   Revised:     09/20/07  
 
   Page:    3   of    4  
SUBJECT: PASSWORD SECURITY 
  
 
 

3. Do not reveal a password over the phone to anyone. 
 
4. Do not reveal a password in an e-mail message. 
 
5. Do not reveal a password to your supervisor. 
 
6. Do not talk about a password in front of others. 
 
7. Do not hint at the format of a password (e.g., “my family name”). 
 
8. Do not reveal a password on questionnaires or security forms. 
 
9. Do not share a password with family members. 
 
10. Do not reveal a password to co-workers while on vacation. 
 
11. If a password is requested from you by an individual, refer them to this document 

or send an e-mail to HelpDesk. 
 
12. Do not use the “Remember Password” feature of applications (on the Internet). 
 
13. Do not write passwords down.  Do not store passwords in a file on any computer 

system (including Palm Pilots or similar devices) without encryption. 
 
14. Passwords must be changed at least every 90 days. 
 
15. If an account or password is believed to have been compromised, report the 

incident via an e-mail to the HelpDesk and change all passwords. 
 
16. Password cracking or guessing may be performed on a periodic or random basis 

by ITS or its delegates.  If a password is guessed or cracked during one of these 
scans, the user will be required to change it. 
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C. Application Development Standards: 
 
 Applications developed by the Authority, new applications developed by third parties and 

purchased by the Authority, and existing legacy and third party applications (to the extent 
possible) must contain the following security precautions: 

 
1. Must support authentication of individual users, not groups; 

 
2. Must not store passwords in clear text or in any easily reversible form; 

 
3. Where possible, must provide for role management, such that one user can take 

over the functions of another without having to know the other’s password; 
 
4. Require forced password changes whenever system capability is available. 
 

D. Enforcement: 
 

Violation of this procedure may result in suspension or termination of an individual’s or 
firm’s right of access to Authority information systems, disciplinary action by appropriate 
Authority employees, referral to law enforcement authorities for criminal prosecution, or 
other legal action, including action to recover civil damages and penalties. 
 
Non-enforcement of any policy or procedure herein does not constitute consent or 
waiver, and the Authority reserves the right to enforce such policy or procedure at its sole 
discretion. 
 

 
 
 
 
 
 
 
 
APPROVED:                    /s/ John Wheat    DATE:            09/20/07  


	Solicitation Addendum 5 (1-13-14)
	Exhibit G S270_07-PasswordSecurity
	Purpose:  To establish a standard for creating, protecting, and changing passwords used to access Authority information systems.
	GENERAL:  Passwords are a critical part of information and network security.  Passwords serve to protect user accounts, but a poorly chosen password, if compromised, could put the entire network at risk.  As a result, all Authority employees and contr...
	All passwords must be changed at least every 90 days.  Passwords must not be inserted into  e-mail messages or other forms of electronic communication.  All passwords must conform to the Authority password standards.
	The scope of this procedure includes all personnel and third party contractors who have or are responsible for an account (or any form of access that supports or requires a password) on any system that resides at any Authority facility, has access to ...
	pROCEDURES:



